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In Internet Account Wizard, Click Add Button and Click Mail.
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Configures your accounts,

In Internet Accounts Wizards , Choose Mail Tab and then Click Properties.



@ . & @& 8 | & X @& | W B

Create Mail Reply Reply All Forward Print Delete Send/Recy Addresses Find

¥ = 203.81.71.104 Properties I

Folders <[t o | | General | Servers | Connection || Securty | Advanced |
1451 Outlook Express =l Add i

= 1€ Locsl Folders Server Port Numbers
o £
Ea Inbox Outgoing mail (SMTP):  [EE | Use

F3 Outbox [[] This server requirss 5 sscurs connection {SSL)
B SentItems Incoming mal (POP3):

(@ Deleted Items [] This server requires a secure connection {SSL)
B} Drafts

Server Timeouts
Shot —0————— Llong 1minuts

From: Microso Sending

Subject: Welcd [ Brsak apart messagss larasrthan KE

Delivary
Contacts x | [ Leave a copy of messages on server

There are no contacts to display. Click
on Contacts to create a new contact.

Featuring Remov

msn.

Hotmail.
Tired of sharing your e-
mail account with others
: — — in your househeld? Get o

free Hotmail account 59

1 message(s), 0 unread [ working Online 5] No new messages

In Properties Wizards, choose Advanced tab and Server Timeouts drag to 5 minutes

And then Click the leave a copy of messages on server from Delivery

¥ Outlook Express - Operating CA

Addresses

Create Mail Send/Recy

. Spam . Mot Sparr }Q Configuration
‘== Qutlook Express 1 i I
r (5 [
- Outlc = —
= | ". . , Account | | General || Servers | Connection || Securty | Advanced | Go tomsn™"

¥ Cutook Express S20ze
51 Local Folders

~{Fa Inbox (1)

Server Port Numbers

Find a Message... Identities v
Qutgoing mail (SMTP):

Tip of the day

E-mail
@ Outbox e W T e e AR SRR (551 — #
> Tou can use Windows
SE Sent ltems Incoming mail (POP3): Messenger fram within Outloak
(# Deleted Items [[] This server requires & securs connection {55L) ExDre=a)

pr. |
B} Drafts windows Messenger is an instant
Server Timeouts B messaging program that tells you
Short 7 Long 5 minutes e when certain friends are online
- gnd allows you to send real-time
N roups Sending a > instant messages.
Bresk spart messages largerthan _ KE E-}, )

Setupal

Delivery

Contacts ~ X  Sopy.slmessaces on s
Contacts

@I Lar Aye ] Bemave from server sfter l:l dayls)

| Operating CA
800 = Cpen ¢ [ Remove from server when delsted from Delsted items’

ER Find od I “

==l = oo e

| M yorking Online &) authorizing...

And then Click Apply, OK and Close.



Installing Digital Certificate for Email Account

(operatingca@myanmar.com.mm)

First Install the Root CA Certificate (myanmar infotech rootca)(.cer)

Edit

Wiew Favorites Tools Help

(S (¥ | SO search [[* Folders | [fEE]~ | (K&} Folder Sy

(=13
o

I3 C:'Documents and Settings'iToe Toe Win\Desktopoperatingca

v|Go

Fil d Folder Tasks B o _
R CEE Sas Security Certificate - Security Certificate

=[] Rename this file 2 KB 2 KB
L;; Move this file ’

i operatingca
D Bl Security Certificate
@ Publish this file to the Web -

2KB

) E-mail this file
¢ Delete this file operatingca

Personal Informaton Exchange

3 KB

Other Places

@ Desktop

=) My Documents
[ Shared Documents
W My Computer

‘-g My Metwork Places

Details

yanmar infotech rootca)l

operatingca

Registration Entries

1 KB

Type: Registration Entries
Diate Modified: 2/4/2010 3:54 PM
Size: 509 bytes

Certificate

General | Details || Certification Path |

Bein
Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance policies
= all application policies

Issuwed to: myanmar infotech rootca

Issuwed by: myanmar infotech rootca

valid from 2/10/2002 to 3/10/2014




Click Install Certificate Button.

Certificate Import Wizard E|

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Mext.

Mext = |[ Cancel

And then Click Next.

Select Place all Certificate in the following store button from Certificate Import Wizard and
then click Browse button.

Certificate Import Wizard El

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

() Automatically select the certificate store based on the type of certificate

{®) Place all certificates in the following storet

Certificate store:

Browse, ..

< Back ” lext = ] [ Cancel

=




Select the Trusted Root Certification Authorities text and click OK button and then click Next
button in Certificate Store status window.

o —— x|

| Select Certificate Store

tes are kept.
Select the certificate store you want to use.

[ Personal || Je,or you can specify a location for
] rusted Root Cerbiication Authorites |

@3 Enterprise Trust ed on the type of certificate

[ Intermediate Certification Authorities
[Z3 Trusted Publishers

770 | Intrieted ertificatea

o ) & =

[]show physical stores

OK ] [ Cancel

[ < Back ][ Mext = ] [ Cancel ]

And you will see again Certificate Store status window, Click Next button, then Import wizard
is complete click Finish button.

Certificate Import Wizard El

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.
You have specified the following settings:

Certificate Store Selected by User Trusted Root Certific;
Content Certificate

[ < Back " Finish ] [ Cancel ]

Click OK button and then your installation is completed.



Certificate

General | Details | Certification Path |

®,
Certificate Information

This certificate is intended for the following purpose(s):

=4l izsuancg

LEENGI=Y Certificate Import Wizard |X |
-—
1 The import was successful.
Issued to: oK

Issued by: myanmar infotech rootca

valid from 3/10/200% to 3/10/2014

[lnstall Certificate... Izsuer Statement

& operatingca

File Edit View Fawvorites Tools Help

@ Back @ [_13 ):J Search [[= Folders | [TIE]~ @ Folder Sync

Address | C:'\Documents and Settings{Toe Toe win'\Desktopoperatingca

MET
2 KB =

[l Renams this file

e Move this file :
; operstingcs

Sl o= sccntycersncote

€D Publish this file to the Web "

(51 E-mail this fil=

¢ Delete this file e operatingca
h Personal Information Exchangs
A 3 KB

other Places

@ Desktop

=} My Documents
[E= Shared Documents
W My Computer

‘hg My Metwork Places

Details

myanmar infotech rootca
Security Certificate

2 KB

operatingca

Registration Entries

1KB
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General |Details | Certification Path

-,

—-1 Certificate Information

This certificate is intended for the following purpose(s):

=Ensures the identty of a remote computer .
=Proves your identity to a remote computer

=Ensures software came from software publisher

=Protects software from alteration after publication

=Protects e-mail messages

= Allows data to be signed with the current time et

Issuwed to: MET

Issued by: myanmar infotech rootca

walid from 3/2/200% te 3/2/2012

iInstall Certificate. . .|

Click Install Certificate Button

Certificate Import Wizard El

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Mext = |[ Cancel

And then Click Next.

Select Place all Certificate in the following store button from Certificate Import Wizard and
then click Browse button.
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Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following storei

Certificate store:

| |[ Browse. .. ]

[ < Back ][ Mext = ] [ Cancel ]

Select the Intermediate Certification Authorities text and click OK button and then click Next
button in Certificate Store status window.

P
Select Certificate Store

tes are kept.
Select the certificate store you want to use.

[£3 Personal # || [e, or you can specify a location for
“.{Z3 Trusted Root Certification Authorities |
(& Enterprise Trust - ed on the type of certificate
B8 E | Intermediate Certification Authorities B
- |:| Trusted Publishers
CTEL intrieted Certifirates i'
A i2 | > | [ Browse. ..

[]5how physical stores

L K, ][ Cancel J

[ < Back ”_ Mext = ][ Cancel ]

And you will see again Certificate Store status window, Click Next button, then Import wizard is
complete click Finish button.
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Certificate Import Wizard

Completing the Certificate Import

| Wizard
‘fou have successfully completed the Certificate Import

wizard.

You have specified the following settings:

Certificate Store Selected by User  Intermediate Certific:
Content Certificate

[ < Back ” Finish ] [ Cancel

Click OK button and then your installation is completed.

f H3)

General | Details || Certification Path

S
Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remote computer e
»Proves your identity to a remote computer
*Ensures software came from software publisher
=Protects software from alteration after publication
»Protects e-mail messages

#Allows data to be signed with the current time

Issuwed to: MET

Issued b Certificate Import Wizard ﬁl

-
Valid fro| \l{) The import was successful.

QK
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Third Install the Own Certificate (operatingca) (.cer)

File Edit WView Faworites Tools Help

l\_;)f:au:i. '\J l@ /:\1 Search |l_:_ Folders v @ Folder Sync

Address |[£3 C\Documents and SettingsToe Toe Win'\Desktop\operatingea

MET myanmar infotech rootca
Eile and tolderT=5ks Security Certificate Security Certificate

i) Rename this file =l 2x8 = 2KB

E—; Move this file

Copy this file =

&8 Publish this file to the Web

(5] E-mail this file
¥ Delets this file

peratingca operatingca

Registration Entries

ecuri ty Certificate]
2 KB

1KB

P — operatingca
W Personal Information Exchange
ﬁ 3KB
Other Places

[@ Desktop

B My Documents
53 Shared Documents
:i My Computer

&g My Metwork Places

Details

Certificate

General | Details | Certification Path |

Wi
Certificate Information

This certificate is intended for the following purpose(s):

=Ensures software came from software publisher
=Protects software from alteration after publication
=Protects e-mail messages

= Allows data to be signed with the current time
+1.3.6.1.5.5.7.3.9

Issued to: operatingoa

Issued by: MET

valid from 2/4/2010 to 2/4/2011

Click Install Certificate Button
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Certificate Import Wizard X

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, dick Mext.

Mext = |[ Cancel

And then Click Next.

Select Place all Certificate in the following store button from Certificate Import Wizard and
then click Browse button.

Certificate Import Wizard El

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
) Automatically select the certificate store based on the type of certificate
{*) Place all certificates in the following store

Certificate store:

[ < Back ][ Mext = ] [ Cancel ]

Select the Personal text and click OK button and then click Next button in Certificate Store
status window.
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x|

| Select Certificate Store

tes are kept.
Select the certificate store you want to use,

I:_—I | e, or you can specify a location for
[27] Trusted Root Certification Authorities [
| fed on the type of certificate

[£3 Enterprise Trust
3 Intermediate Certification Authorities

[E3 Trusted Publishers
| 770 1imtrieted artificates bt | L )

[]show physical stores

[ K ] [ Cancel

< Back ][ Mext = ][ Cancel ]

And you will see again Certificate Store status window, Click Next button, then Import wizard is

complete click Finish button.

&

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.,
You have specified the following settings:

Certificate Store Selected by User  Personal
Content Certificate

[ < Back ][ Finish ] [ Cancel ]

Click OK button and then your installation is completed.
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General | Details | Certification Path

»,
Certificate Information

This certificate is intended for the following purpose(s):

*Ensures software came from software publisher
#Protects software from alteration after publication
#Protects e-mail messages

»Allows data to be signed with the current time
»1,3.6,1,557.3.2

Certificate Import Wizard El

Issued -

‘Ef) The import was successful.,

Issued

Valid frg

Install Certificate. . ]

Subscriber/ User certificate installation

Click your certificate (.pfx) file.

Certificate Import Wizard

X

Welcome to the Certificate Import
Wizard

This wizard helps yvou copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Mext = || [ Cancel ]

You will see Certificate Import Wizard window and click Next button.
Specify the file you want to import by click Browse button and choose your file, click Next
button.
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Certificate Import Wizard &l

File to Import
Specify the file you want to import.

Eile name:
| and SettingsiTos Toe Win'Desktopoperatingca\operatingca. pf | [ Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)
Microsoft Serialized Certificate Store {(55T)

[ < Back ” Mext = ] [ Cancel ]

To maintain security, the private key was protected with a password. Type the password for the
private key.

Mark all Check boxes and click Next button
Certificate Import Wizard [‘5__<|

Passwword

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if vou enable this option.

[IMark this key as exportable. This will allow you to back up or ransport your
keys at a later time.

[ < Back ” Mext = ] [ Cancel ]

Select Place all Certificate in the following store button & click Browse button.
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| Select Certificate Store

tes are kept,
Select the certificate store you want to use,
5 | e =, or you can specify a location for

[E3 Trusted Root Certification Authorities
I__'| Enterprise Trust
3 Intermediate Certification Authorities

(23 Trusted Publishers 11
770 | Imtrnieted Certifirates

[1show physical stores

ed on the type of certificate

oK ] [ Cancel ]

[ < Back ][ Mext = ][ Cancel| ]

w = = = T L

If you have successfully completed the Certificate Import Wizard, click Finish button.

Certificate Import Wizard ﬁl

Completing the Certificate Import

Wizard

You hawe successfully completed the Certificate Import
wizard.

You hawve spedified the following settings:
Certificate Store Selected by User  Personal

Content PFX
File Mame C:\Documents and Se
< >

[ < Back ” Finish I [ Cancel ]

Click OK button from the Certificate Import Wizard dialog. You are about to Finish the
Certificate installation.
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OK

You can Send Email with digital Signing and Encryption.

| ¥4 Sent ltems - Outiook Express - Operating CA

& & 8 @ X &= . W B

Reply Replyall Farward Print Delete Send/Recy Addresses Find

B Test with Sign

Operating CA

File Edit WView Insert Format Tools Message Help ,#

Folders X | Y14 To 7 , = e =) | s Account
5 Dutiock Bxpress Ptoetoenin]: = p A 45 ID i) ﬁ-/ 010 417PM 2038171104
E\@ Local Folders @ toetoewinf ¢ Send cut Copy. Paste Undo Check }010 6:01PM  203.81.71.104
s Inbox
@ @ G To: ituetoewm@myanbel net.mm R
& Outbox
Gel o
GEY Sent Ttems = |
A3 Deleted Items Subject: |Test with Sign
' SB Drafts
IHArial va v-| E|B 72 UA |= =
AT are This is test mail only with Digital Signing.|
Subject:

Contacts = x

There are no contacts to display. Click
on Contacts to create & new contact.

2 message(s), 0 unread | B working Online | 53] No new messages
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-9 s

Cin nt Create for Outiaok Expi S
o) ——— ‘
| Home | Insert  Pagelayout  References  Malings  Review  View @
e S
= % Cut f T (e . &4 Find ~
= I“’”“N‘W“‘”"a" [ = | asBbcene: AaBbCi AaBbee AQD  4eBbcc. Assbecn: assbecd AaBbCcD: e
53 s “ac
Paj(: o Farmatraites |B £ O - x x A..“ak}vﬁvng || Thormal [7Ho Spaci..  Headingl  Heading 2 Title Subtitle  SubtieEm.. Emphasis  IntenseE.. - ?Kﬁi'?f R Select=
I Clipboard @ Font &[0 FParagraph | Styles 5| Editing
Cenificate installation
BN 1 sent items - Outlook Express - Operating CA
: File Edit View Tools Message Help
¥ . & & . X e W B
Create Mail Reply  Replyall  Ferward Print Delets sendfRecy Addresses Find
Spam NotSpam & Configuration
= Sent ltems
Foldars. x|[v @ 10 Subject St Ao
153 Outiook Bpress S toetoenin@myantelnet.... test 5/24/2010 %17PM 2038171104

=@ Local Folders

) Inbox (1)
@ Outhox

- SEy Sent Items

(@ Deleted Items

B} Drafts

ntacts =
gA0perating CA

) toetoevin@myantel ne 5/24/2010 6:01PM

2038171104

From: Cperating CA To: toetoswin@myantel.netmm
Subject: Testwith Sign

Security Help
Digitally Signed Message

R This message has been digitally signed by the sender.

?

3 message(s), 0 unread

Page: 18 0f19 | Words: 485 | <&
‘4 Start

English (U.5] |

NE @ & operatingca

3 working Online

/& Manual Books for mak...

W8 Sent Items - Outook . T} Email Account Create. .. § untitied - Paint

1431 No new messages

= B T @)BLIT sosem

If you want to send with digital encryption you need to import the digital certificate for the other
peoples from your address book.

Click the Address Book

¥4 Sent tems - Outlook Express - Operating CA

File Edit View Tools Message Help
I s
Creste Mail Reply Reply &l

E - Spar - Mot Spanm x Configuration

“8

Forward

@ X =

Delete Send/Recy Addresses Find

Address Book

& Sent ltems Operating CA

Folders x ‘ t 4 To Subject Sent Account
3] Outlook Express ED tostoewin@myantel net.... test 5/24/2010 417 PM 2038171104
=1 Locsl Folders &) tostoewin@myantel net.... Test with Sign 5/24/2010 6:01PM  203.81.71.104
@ Inbox (1) 74 toetoewin @myantel net... Testwith Sign 5/24/2010 6:02PM  203.81.71.104
&5 Cutbox
3 Sent Items
(3l Deleted Items
<} Drafts
From: To:
Subject:
— = There is no message selected.
Con -
@-10perating CA

3 message(s), 0 unread

| 5 working Online

| 53 o new messages

- |
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In Address Book Dialog box, Click New and New Contact,

Properties

Mame | Home || Business || Personal || Other || Met Mesting || Diigital |Ds|

Enter name and e-mail information about this contact here.

&

e [ waee | e |

~ | HNickname: |

Title: I:I Display: |

E-Mail Addresszes: |

[] 5end E-Mail using plain tesd onby.

[ ok ]|

Cancel

Fill the information of you want to add other people’s account

Ni Lar Aye Properties

Mame | Home || Business || Personal || Oither || Met Meeting || Digital ID5|

Enter name and e-mail information about this contact hers.

53

e wgoe:  [Lar ot [
Title: I:l Displany: |Ni Lar Ape - | Mickrname: |
E-Mail Addresses: |nilamye@myanmar.com.mm | [ Add

[1 Send E-Mail using plain text anhy.

Cancsl

[ ox I

J

And click Add button.
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Ni Lar Aye Properties

MName | Home || Busineszs || Personal || Other || Met Meeting || Digital IDs|

E Enter name and e-mail infformation about this contact here.

Eirst: Migldle: |Lar |Last: |;’-‘-:5,re |

Title: I:I Display: |Ni Lar Aye w | HMickname: | |

E-Mail Addresses: || | Add

nilaraye@myanmar.com.mm {Default E-Mail) Edit ]

[
[ Bemove ]
[

Set as Default ]

[]5end E-Mail using plain texdt only.

[ QK ] [ Cancel

And then Click OK.

% Address Book - Operating CA

File Edit Wiew Tools Help

EH B @X B 9 @

Mew Properties Celete Find People Print Action
. Shared Contacts Type name or select from list: |
_____ 25 Operating CA's Cont|| Mame - E-Mail Address Busin
ESIMi Lar Aye nilaraye @m yanm ar.com mm
@Operaﬁ ng CA operatingca@myanmar.co...
L | )| ¥
2items
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And then select Account and click properties and choose Digital IDs Tab.

Ni Lar Aye Properties

| Summary || MName || Home || Business || Persanal || Cither || MetMeeting Digital [Ds

[%] Add, remove, and view Digital 1Ds for this contact.

Select an E-Mail address:
| nilaraye @myanmar.com .mm A |

Digital |IDs agsociated with the selected E-Mail address:

[ QK ] [ Cancel ]

And Click Import and browse the digital certificate (public key) for other people

Hi Lar Aye Properties

| Summary || Name || Home || Business || Personal || Cither || MetMeeting | Digital 1Ds

[%] Add, remove, and view Digital 1Ds for this contact.

Select an E-Mail address:

| nilaraye @myanmar.com .mm o |

Digital |Ds associated with the selected E-Mail address:

" nilaraye [(Default) Froperties
Set as Default

[ oK ] [ Cancel ]
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And then click OK.

W Addres= Book - Operating CA

File Edit View Tools Help

=l X B 8 @

Mew Properties Delete  Find People Print Action
_______ Shared Contacts Type name or select from list: | I
_____ £ Operating CA's Cont|| Mame / E-Mail Address Busin
E=HAni Lar Aye nilaraye@m yanmar.com.mm
ERAoperating ca operatingca @myanmar.co..,
{_. 11T ] l. {_, 11l ] l.
2items oF

= | W B,

Print Delete Send/Recy Addresses Find

= . & @

:  Create Mail Reply Reply all

.Epar-‘- -H--r. Sparn }QConﬁgurahon

EEX |

Falders x | v gl T i Edit View [nsert Fomat Iools Message Help @]~ Account
3 Cutiock Bxpress 53 toetoewin @) S » f0417PM 2038171104
=15 Local Folders {1 toetoewin ) oo Y=l '9 s’ hoe:01PM  203.81.71.104
: @ Inbox (1) &7 toetoewingf :  Send Cut Copy Undo Check ho6:02PM  203.81.71.104
@ Cutbosx To: |N|\araye@myanmar.com mm 8
E Sent Items
LA - I 8
@ Deleted Items
i B Drafts Subject: ITest with Digital Encryption
Arial v||10 v| T B I UA ==
From: To
Subject: Test with Digital Encryption.
Contacts = X
SN Lar Ave
=) Operating CA
Contains commande for working with the selected items.
3 message(s), 0 unread g Working Online g Mo new messages
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=] Sent tems - Outliook Express - Operating CA =
File Edit View Tools Message Help ,#

& . &
Create Mail Reply

m Spam W Mot Spam x Configuration

e | & X | & 0w B o

Forward Print Delete Send/Recy Addresses Find

To Subject sent Account

433 Outlook Express {2 toetoewin@myantel net..., test 5/24/2010 117 PM 2038171104
2 ) Lacal Folders &) trostosnin@myantel net.... Testwith Sign 5/24/20106:01PM 2038171104
&1 Inbox (1) @ toetoewin@myantel net.... Testwith Sign 5/24/2010 6:02PM  203.81.71.104
& outs th Digital Encryption f 0 PM
UDOX
- {f3 Sent Items
(& Deleted Items

*
=

Folders

5B} Drafts
From: Operating CA To: Mi Lar Aye
Subject: Testwith Digital Encryption
Ll
Contacts » x | S - =
ecurity Hel
G=1NI Lar Aye ty P 4y, o
g3 0perating C4 Digitally Signed & Encrypted Message -

Q This message has been digitally signed and encrypted by the sender.

n %

@ Working Online g Mo new messages

4meszage(s), 0 unread
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